Abstract-Due to continuous growth of information systems to store business data and advent of new areas like mobile computing, users now need to use the enterprise applications through tablets, Smartphone, iPhone, laptops, and desktop computers. Effective decision making can be achieved with efficient information system. With the introduction of Business Intelligence tools organizations can now analyze the raw data and perform various activities like data mining, online analytical processing (OLAP), querying and reporting. Business Intelligence technology will help the managers to make better informed decisions. In order to perform data driven decision making business analytics practices are adopted. Cloud computing in recent days has gained a lot of prominence to store and process the business data. Organizations use cloud storage to manage data as they face challenges in local storage. But cloud also possesses certain challenges due to which organizations at large still find difficult to move to the cloud. Cloud computing can also be used to store and process big data. As Big data need to be analyzed for attaining maximum business value a new data model need to be proposed which have the properties those differs from traditional data model. In this paper we discuss that various challenges faced by organizations to move to cloud. We also propose that how the challenges can be overcome by the organizations so that cloud will be a promising architecture for better information management.
I. INTRODUCTION
Evolution in technology leads to generation of voluminous amount of data. The data generated by the organizations need to be managed effectively in order to provide better informed decisions. Organizations have to transform to a model where the technology and business factors will influence with the transformation. Cloud based model [1] will provide such transformation which will address the information management solutions. There are various processes for information management which needs solutions. Few of them include data backup and recovery, archiving the data, data retrieval and security. Information management solutions should be capable for the cloud based architecture. With the advent of areas like mobile computing, organizations need to provide the information for various devices such as smart Manuscript received March 17, 2016 ; revised November 18, 2016. phones, tablets and various devices. Cloud computing architecture [2] should be able to deliver all the resources as services.
II. DATA, INFORMATION AND KNOWLEDGE MANAGEMENT
In a business organization the day to day data is associated with the functional process. The data is entered into an information system and stored in the database. A Sales information system will generate the sales data. This data stored in the sales database and can be queried later for the related report generation. These data has to be in the well structured format and also should be able to recover on failures. As we know that when data is applied for a purpose which gives specific meaning can be called as information. Data and information can be used interchangeably.
In a business context, knowledge is often linked to strategic levels of management [3] and long-term business planning, where it is associated with having a head for business or business flair. However, knowledge vital to an organization's success can come from any level within it, and needs to be recognized as an important part of organizational assets. It combines information, experience and insight into a mix that is unique to every employee. It is this mix of understandings, based on personal knowledge at a tacit level that creates the strengths and at times the vulnerability of organizations. It is important for organizations to recognize that holding knowledge at the tacit or hidden level can only have value where people are isolated from everyone else in their decision making [4] . This is neither realistic nor good business practice.
The decision making is the first key step for any organization. The second important step is to analyze and evaluate the various options. One of the challenge that organizations today face about the speed with which the mangers have to take decisions. Faster decision helps organizations to improve at various phases. Detailed investigation on information cannot be made as the information is not appropriate or available. Management decisions are made at three broad levels within the organization, and each type of decision has its own uniqueness. Operational decisions which affect the day to day business of the organization are to be of short term and are made frequently. Tactical decisions which are generally made by the middle managers are involved with Vol. 7, No. 4, November 2016 implementation of the policies within the organization. Strategic decisions are made by top management, which affect eh whole organization business and usually they are of long term which are infrequent. All these decisions will require information, but the type of information that is needed will be different for each level of decision making.
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There are various benefits of the knowledge management [5] where in new markets can be identified with high level of intelligence. Responsiveness to market needs can be enhanced by external knowledge. Creating innovative products and improving existing products based on the customer knowledge.
III. CLOUD COMPUTING
Cloud computing is a model to provide shared pool of computing resources like networks, storage, applications and various services that can be scalable as per the requirements of the organization with minimal management effort or interaction with the service provider [6] . The cloud characters tics are so flexible that organizations can adopt it with its broad range of services. Cloud provides on-demand self service where in the consumers have their computing capabilities on demand and resources are provided without any human interaction.
Cloud also provides broad network access wherein the resources so that they can be accessible on various platforms such as mobile phones, tablets, laptops, and workstations. Resource pooling allows the cloud computing resources are shared by multiple consumers. Rapid elasticity feature allows the capabilities which can be easily scaled up or down based on consumers demand. Pay as you go or by subscription are ways where in the consumers pay for the services availed by the cloud.
Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS) [7, 8, 9, 10, 11] are the three broad categories of service models available for cloud architecture. NIST defines them as
A. Infrastructure as a Service (IaaS):
It is capability provided to the consumer to provision processing, storage, networks, and other fundamental computing resources so that the consumer can deploy and run arbitrary software, which can include operating systems and applications [7] . The consumers do not require managing and controlling the underlying cloud infrastructure but has control over operating systems, storage, and deployed applications; and possibly limited control of select networking components (e.g., host firewalls). Instead of consumers purchasing servers, software, data centre space and network equipment, they buy resources from providers as fully outsourced service [8] . Example of IaaS is Amazon Web Services. IaaS is termed as most basic level of Cloud Computing service model [9] .
B. Platform as a Service (PaaS):
It It is capability provided to the consumer to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages, libraries, services, and tools supported by the provider. Consumers do not require managing or controlling underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly configuration settings for the application-hosting environment. PaaS is a way to rent hardware, operating systems, storage and network capacity over the Internet. It allows the providers to rent virtualized servers and associated services for running existing applications or developing and testing new ones. Example of PaaS includes Microsoft Azure Platform [10] , Google App Engine [9] .
C. Software as a Service (SaaS):
It is consumers' capability to use providers' applications running on cloud infrastructure. Provider provides an application to the consumer as a service on demand which includes the hardware infrastructure and the software product [8] .
SaaS also termed as Application as a Service [12] is usually accessed by rich web-based interface. Applications are also accessed through program interface. An exception is where userspecific application configuration is possible. Examples of SaaS include Google Docs, Gmail and Salesforge.com. The service model for cloud is shown in Fig. 1 . [7, 8, 9, 10, 11] as described in sections below:
A. Cloud Deployment Models
Private cloud: Cloud Infrastructure is provisioned for the exclusive use of an organization. That organization comprises multiple users such as business units. The infrastructure may be owned, managed and operated by the organization or by a third party or some combination of both. It may exist on or off premises. In case the infrastructure is provided by the organization then it is usually provided by internal Information Technology (IT) or Information Systems (IS) department. As both user and provider are part of a same organization, private clouds allow the user greater control over quality of service provided by the cloud. This control comes at price because organization has to bear full cost of cloud infrastructure.
Public [12] it is referred data centre hardware and software as Cloud and they use the term Private cloud to refer to internal data centers of a business or other organization, not made available to the general public. In contrast, when the cloud is available to public in a pay-as-you-go manner, then they term it as Public cloud.
Community cloud: NIST defines community cloud as the cloud infrastructure provisioned for exclusive use by a specific community of consumers from organizations that have shared concerns like mission, security requirements, policy, and compliance considerations. Like public cloud, it may be owned, managed, and operated by one or more of the organizations in the community, a third party, or some combination of them, and it may exist on or off premises. Organizations in the community collaborate for the purpose of a particular mission or concern. An example of community cloud is Google Gov.
Hybrid cloud: It is actually a composition of two or more distinct deployment models (private, community, public) that remain unique entities, but are bound together by standardized or proprietary technology that enables data and application portability like cloud bursting for load balancing between clouds. Usually Hybrid cloud deployment model is chosen to use public cloud's capability to capture task that cannot be run easily on private cloud. Example of hybrid cloud is a private SaaS application that is based on a public IaaS. Hybrid cloud is usually focuses on driving workload to the public clouds to meet the stringent quality of service requirements. That is why in many cases Hybrid clouds are found to be private clouds, which turn to the capacity of public clouds for peak demand. The cloud deployment model is shown in Fig. 2 . In this section we describe the cloud architecture which is needed for the information management. Organizations do not need to manage the data and infrastructure locally. They can transfer the data through networks to the cloud provider as discussed in the previous sections. In the current business era information management can be carried out by various devices which include smart phones, laptops, tablets and Pcs. So cloud providers have established data centers. Fig. 3 shows that data storage and databases are stored in data centre A. In data centre B the email server and office productivity data are stored. Various applications like financial, human resource management, enterprise applications will be stored in Data centre C. all these data centers are protected with firewall as security and is connected to internet. The enterprise users through various devices can access all these applications as all these are available as services on the cloud. Enterprise applications like human resource management, financial applications, sales and marketing applications, and few specialized applications can be accessed by the clients through cloud computing. This makes ease of organizational data management as they need not worry about the technical aspects like infrastructure management, increase in storage space and various aspects. 
VI. CHALLENGES OF CLOUD COMPUTING
Though there are many benefits of adoption of cloud computing to the organizations, there are certain challenges that still cloud implementation is not adopted by most of the organizations. In this section, we discuss about few of major challenges. In the next section, we propose the solutions to overcome those challenges. In order to efficiently manage the information organizations should adopt cloud architecture by implementing the suggested solutions. Security and privacy [13] is one of the major challenge that cloud computing should able to address for the adoption by business organizations. As the data is residing the data centers remotely, how the cloud providers will provide the security to the data is a major question that organizations need to focus on. Connectivity [14] and access is another challenge as cloud access requires high speed networks. Reliability [15] is yet another challenge as the organization data moved to the cloud.
VII. BIG DATA ANALYTICS
Big data [16] refers to those large data sets where the traditional database management tools no longer can efficiently handle the data for storage or for processing. The volume of data we deal has grown from Terabytes to Petabytes. We need to capture, store, share, search, analyze and visualize the data. The big data challenges can be managed by using a NoSQL databases like Hbase, MongoDB, Cassandra. Distributed computing systems like Hadoop [17] need to be employed. The traditional ways of data model is no longer applicable and we need to design a new data model which are non-relational, distributed, horizontally scalable and schema less. Traditional database management systems focus on resolving the complexities arising in the schema based data. But today data need a schema less model where it can handle unstructured or semi structured data. The next section focus on the Data model proposed for big data processing.
VIII. DATA MODEL FOR BIG DATA ON CLOUD
In this section we propose a data model for big data information management. As the business data grows computing requirements become more and more complex in nature. In order to process these data a new computing paradigm called MapReduce which can reduce the data using key value pairs. The data is stored in cloud architecture and using the data model the data can be reduced using this data mode. Let us consider an enterprise data and their operational data is stored in the server. These data can be structured, unstructured or semi structured data. The data is divided into block of chunks using the Hadoop and then sent to MapReduce function to further reduce the data into blocks. The data is then sorted and shuffled to produce the intermediate data.
Again an MapReduce function is passed to get final Reduced output data. This data can be used for efficient decision making by the organizations. While storing this data we use NoSQL databases for querying the data. The reason behind the use of NoSQL system is that data is growing rapidly. Data grows in columnar way. Document and tuple data, hierarchical data are the characteristics of the data suitable for NoSQL systems. But this system is helpful for data scalability and efficient query capabilities.
X. PROPOSED ARCHITECTURE AND SOLUTIONS TO OVERCOME THE CHALLENGES
We propose cloud architecture for efficient information management. Organizations use Management Information Systems (MIS) for their day to day business activities. All the information is stored and processed locally within the organization. All the security measures are taken care to protect the data. The infrastructure for the organization is either maintained by internal people or can be outsourced to an organization. But when the size of data increases, the organization need to invest on the infrastructure and scale to the required level. In order to solve these issue organizations need to choose the cloud provider for the MIS as it auto scales up to whatever level the organization needs to store and process the data. As mentioned in section 6 security and privacy is a major challenge. To overcome this challenge organizations need to encrypt these data and then stored in the cloud servers. When the user needs the data decryption can be applied. The Service level agreements should be strictly imposed so that the cloud providers protect the data at various levels. The connectivity issue can be resolved by providing high speed bandwidth networks. The following architectures provide a secured architecture for the cloud for better information management. The best way to provide security on the cloud is to provide Secure Socket Layer (SSL), and Transport Layer Security. We have to make sure that no sessions are being altered by any form of attacks. The network can made secure at lower level by providing the Internet Protocol Security like IP Sec. Figure 4 provides the secured way of users transmitting the information over a secured cloud which provides IP security. The data server resides in one of the cloud data centers. For example, Fig. 4 shows that the MIS server of an enterprise is with the cloud provider. All the enterprise data is sent to the server via secured networks. Users at the enterprise level generate data and then using an efficient encryption tools transmit the data over the secured networks which provides internet protocol security. At the other end the cloud provider process the data, store the data in secured way to ensure that the user is not worried about the confidentiality of the data. In this way the information can be efficiently managed by the usage of cloud architecture. 
XI. CONCLUSION AND FUTURE WORK
Cloud computing is a promising architecture for various applications which is used by the enterprises. Efficient information processing and managing can be achieved by the usage of cloud architecture. Organizations therefore should adopt cloud computing for the storage, processing and managing the enterprise data. Before adopting the cloud computing certain issues like privileged user accessibility, regulatory compliance, data location, data segregation methods, recovery of data, investigative support and long term viability of the cloud provider should be carefully studied. The service level agreements must be made after addressing all the issues. There are various solutions that cloud providers can adopt to address the issues which are of major concern by the enterprises for cloud adoption. By providing transparency in the services offered by the cloud providers organizations trust that cloud is an efficient architecture for better information management.
Cloud computing to attract all the organizational levels of trust and security a standardized model and security aspects at various service levels need to be improved. Future work may be extended to propose a standard cloud model which overcomes the various challenges need to be addressed to the enterprises for better information management.
